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A FRAMEWORK FOR MEMBER CONVERSATIONS

The mission of The Corporate Executive Board Company and its affiliates (CEB) is to unlock the potential of organizations and leaders by advancing the science and practice of 
management. When we bring leaders together, it is crucial that our discussions neither restrict competition nor improperly share inside information. All other conversations are welcomed 
and encouraged.

CONFIDENTIALITY AND INTELLECTUAL PROPERTY

These materials have been prepared by CEB for the exclusive and individual use of our member companies. These materials contain valuable confidential and proprietary information 
belonging to CEB, and they may not be shared with any third party (including independent contractors and consultants) without the prior approval of CEB. CEB retains any and all 
intellectual property rights in these materials and requires retention of the copyright mark on all pages reproduced.

LEGAL CAVEAT

CEB is not able to guarantee the accuracy of the information or analysis contained in these materials. Furthermore, CEB is not engaged in rendering legal, accounting, or any other 
professional services. CEB specifically disclaims liability for any damages, claims, or losses that may arise from a) any errors or omissions in these materials, whether caused by CEB or 
its sources, or b) reliance upon any recommendation made by CEB.
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KEY TAKEAWAYS 

1. Shift in Corporate Provisioning Toward Windows 8 and Android Devices: Greater than 100% increase in provisioning 
Windows 8 and Android devices corresponds with a 50% drop in provisioning for BlackBerry smartphones over the next 
12 to 18 months. 

2. Higher ROI Threshold for Provisioned Devices: Fifty-seven percent of organizations provision devices by business case 
or on manager request in February 2013, compared to 5% in February 2012.

3. Growing Focus on Tablets for Corporate Applications Access: Over 50% of organizations will provide access  
to corporate applications on iPads, Android- and Windows 8-based tablets in the next 12 to 18 months.

4. Greatest Perceived Security Risk for Android Devices: Seventy-one percent of organizations perceive Android devices 
to present medium to high risk.

5. BlackBerry Enterprise Server and ActiveSync Preferred Mobile Device Management (MDM) Solutions: Fifty percent  
of midsized organizations use BlackBerry Enterprise Server whereas 34% use Microsoft ActiveSync as MDM solution.
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PARTICIPANT PROFILE

Respondents by Industry
Percentage of Responding Organizations

Respondents by Geographic Region
Percentage of Responding Organizations

Respondents by Revenue
Percentage of Responding Organizations

IT professionals  
from 133 midsized 
organizations  
completed the survey  
in February 2013.

n = 133.

7% 
Industrial  
Manufacturing

2% 
Health  

Care

13% 
Business  
Services

8% 
Computer  
Software

9% 
Banking

8% 
Education

2% 
Aerospace and  

Defence

7% 
Financial Services

2% 
Telecommunications

2% 
Retail

3% 
Real Estate/ 
Construction

4% 
Consumer Products 
Manufacturers

5% 
Electronics

6% 
Insurance

8% 
Energy  
and Utilities

14% 
Other

81% 
North  

America

4% 
Europe

15% 
Asia–Pacific

28% 
$100 M– 
$299 M

8% 
$50 M– 
$99 M

13% 
Less Than $50 M

10% 
More Than $1 Billion

6% 
$750 M– 
$999 M

14% 
$500 M– 
$749 M

21% 
$300 M– 
$499 M
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CONSUMERIZATION AND BYOD DEFINEDConsumer technologies 
continue to change 
demand patterns 
and challenge IT 
organizations to update 
enterprise provisioning 
and support models.

Challenges

Bring Your 
Own Device

1990s–2006 2006–2011 2011–Future

“Web 1.0”  
Client Server

Social Networking 
and Collaboration Tools

Consumerization

Consumerization is the introduction of easy-to-use personal devices and applications into the workplace—
including personally owned or IT-provisioned devices, such as smartphones and tablet computers, 
and applications, such as Google Docs and Facebook.

BYOD

Bring your own device (BYOD) is a program where enterprises allow employees to use personal devices, 
including smartphones, tablets, and laptops, in the workplace.

1. How are technology demand drivers changing?

2. How do we identify new technology opportunities to maximize employee productivity?

3. How do we manage cost, complexity, and risk while delivering new capabilities?
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SHIFT IN CORPORATE PROVISIONING

Device Types Provisioned by the IT Organization, Current and Anticipated Over the Next 12 to 18 Months
Percentage of Organizations, Multiple Responses Allowed

Over the next 12 to 18 
months, IT organizations 
anticipate increased 
provisioning of Android- 
and Windows 8-based 
devices.

 ■ The percentage of 
organizations provisioning 
Windows 8- and Android-
based devices corresponds 
to a drop in provisioning for 
BlackBerry smartphones.
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1 “Other“ includes Pre-Windows 7 Devices.
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HIGHER ROI THRESHOLD FOR PROVISIONED DEVICES

Corporate Provisioning Models for End-User Devices
Percentage of Organizations, Multiple Responses Allowed

Role-based provisioning 
remains the most 
common corporate 
provisioning model.

 ■ Fifty-seven percent  
of organizations provision 
devices by business case  
or on manager request in 
February 2013 as compared 
to 5% in February 2012.
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LIMITED SUPPORT FOR PERSONALLY OWNED DEVICES

IT Support Models for Personally Owned Devices
Percentage of Organizations

Sixty-six percent 
of IT organizations 
provide limited 
support mechanisms 
for personally owned 
devices.

66% 
Partial Support  

from IT Support Desk

1% 
User Support Forums

28% 
No Support

4% 
Full Support

n = 132.
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GROWING SUPPORT FOR WINDOWS 8

Personally Owned Device Types for Which E-Mail/Calendaring Support Is Provided,  
Current and Anticipated Over the Next 12 to 18 Months
Percentage of Organizations, Multiple Responses Allowed

More than 50% of 
organizations anticipate 
supporting e-mail/
calendaring for Windows 
8-based devices.

 ■ Twenty percent fewer 
organizations anticipate 
supporting e-mail/
calendaring BlackBerry 
smartphones in 12–18 
months.

n = 131.
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GROWING FOCUS ON TABLETS FOR CORPORATE 
APPLICATIONS

Personally Owned Device Types for Which Access to Corporate Applications Is Enabled,  
Current and Anticipated Over the Next 12 to 18 Months
Percentage of Organizations, Multiple Responses Allowed

Over 50% of 
organizations will  
provide access to 
corporate applications 
on iPads, Android- and 
Windows 8-based tablets 
in the next 12 to 18 
months.

 ■ Companies offer limited 
smartphone access to 
corporate applications 
compared to e-mail/
calendaring across all 
platforms.

n = 125.
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GREATEST PERCEIVED SECURITY RISK  
FOR ANDROID DEVICES

Level of Security Risk Assessed by Device Types
Percentage of Organizations

Seventy-one percent  
of organizations perceive 
Android devices to 
present medium to  
high risk.

 ■ Like in 2012, the fewest 
security assessments  
were conducted for 
Windows devices.

BlackBerry Smartphone

Windows Mobile Smartphone

Apple iPhone

Android Smartphone

n = 78.

n = 97. n = 111.

n = 103.

17% 
High

24% 
High

37% 
Medium

47% 
Medium

46% 
Low

29% 
Low

Seventy-three percent of respondents have 
conducted a security assessment.

Sixty percent of respondents have conducted  
a security assessment.

Eighty-four percent of respondents have 
conducted a security assessment.

Seventy-nine percent of respondents have 
conducted a security assessment.

3% 
High

23% 
Medium

74% 
Low

10% 
High

49% 
Medium

41% 
Low
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POLICY AND TECHNOLOGY RISK MITIGATION 
SOLUTIONS IN PLACE

Security Practices/Technologies in Place to Mitigate Risk Associated with End-User Devices
Percentage of Organizations, Multiple Responses Allowed

Most organizations 
implement security 
policies, enforce use 
of passwords, and 
enable remote wiping 
to mitigate risks 
associated with both 
corporately provisioned 
and personally owned 
devices.

 ■ With the exception  
of remote wiping, fewer 
than half of surveyed 
organizations apply 
more advanced security 
technologies as a risk 
mitigation measure for 
personally owned devices.

n = 127.

Corporately Provisioned
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1 “Other“ includes VPN with Dual Authentication.
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NEW MOBILE DEVICE MANAGEMENT SOLUTIONS 
EMERGE

MDM Solutions Used
Percentage of Organizations, Multiple Responses Allowed

BlackBerry Enterprise 
Server and ActiveSync 
are the most popular 
MDM solutions for 
midsized organizations.

 ■ Adoption of newer MDM 
solutions remains distributed  
evenly across five vendors.
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n = 132.
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Mobility 
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AirWatch MaaS360 Good  
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Other1 No MDM

1 “Other“ includes TouchDown, Zenprise, LANDesk, Afaria, SOTI, Silverback.


